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1. Introduction and Overview

This document describes Rushmoor Borough Council’s policy and procedures for the
assessment and management of risk.

What is Risk?

Risk can be defined as the combination of the probability of an adverse event occurring and
its potential consequences. In this context it is used to define a matter/incident/issue that
may prevent the Council from meeting its core objectives or that may result in the critical
failure of all or part of the Council or its functions.

There is however the potential for risk to present the opportunity for benefit as well as
threats to success. Therefore, the goal will not always be to entirely eliminate risk.

Why we need to manage risk?

Rushmoor employees manage risk every day without describing it as “risk management”.
Employees consider what might go wrong and take steps to reduce the likelihood or impact
if it does. However, Rushmoor cannot rely entirely on informal processes. As a public body,
the Council must provide assurance to the Elected Members and the public they serve that
it is recognising and managing risk effectively.

Who Manages Risk at Rushmoor?

Everyone at Rushmoor is responsible to some degree in the management of risk in their
day-to-day activities, from front line staff to Heads of Service (HoS), Executive Directors and
the Chief Executive.

Significant risks must however be formally identified, assessed and appropriately managed
in order to mitigate their likelihood and/or their adverse impacts, such as on the continued
operation of the Council, compliance with legal obligations or achieving strategic objectives.

Ultimately, the responsibility to ensure that the Council’s risk management process is
effective lies with ELT and the Chief Executive. The responsibility to manage this process is
delegated to the Assistant Chief Executive and an Officer fulfilling the role as the Corporate
Risk Manager.

2. Scope & Purpose

Senior employees with overall managerial responsibility for the majority of risks
(predominately HoS) are referred to in this process as ‘risk owners’. A single point of contact
responsible for taking the lead in ensuring that the risks and any mitigations are managed
appropriately.

Rushmoor Borough Council oversees the management of risk through the work of its
Corporate Management Team (CMT). All significant risks will be periodically reviewed by
this team. The determination as to whether a risk is deemed ‘significant’ is discussed
throughout this document and assisted through the use of a common risk management
procedure, to ensure consistency in approach.



The Council will record and assess its work to manage risk through the use of risk registers.
These will be split into individual Service Risk Registers (SRR) and a single central
Corporate Risk Register (CRR). Corporate risks will also be further split down into ‘standing
corporate’, ‘elevated service’ or ‘strategic’ risks. All of these processes and terms are
described in full later in this document.

These risk registers are not intended to be used as a means of managing all risk to the
Council, or the management of its day-to-day business activities, but to summarise
significant risks for Senior Management and Members to ensure that they are effectively
managed.

Given its nature, the risk management process will provide a regular periodic snapshot of
the current level of risk to the Council in each case and any additional mitigation planned for
those risks.

3. Leadership and Management

The risk management process is overseen by the Assistant Chief Executive (ACE). The
day-to-day management and maintenance of the risk management system is the
responsibility of the Corporate Risk Manager (CRM). To ensure that the CRM itself does not
become a single point of failure, the ACE will ensure that the process can be temporarily
administered by other Officers in the CRM’s absence, with an appropriate level of training
and understanding to deliver this function.

Risk owners, predominately HoS, will be ultimately responsible for the management of risks
and the maintenance of associated processes such as Service Risk Registers. Service
Managers may however be delegated the responsibility of managing risks and updating
registers by their HoS.

Risk will be on the CMT agenda at least every 2 months to ensure that regular routine
collective oversight is given to risk at a Senior level. This will also assist in the consistency
of approach and determining the Council’s tolerance for risk, including the natural
determination of what the collective management consider to be a ‘significant’ risk. The way
in which the risk management process is highlighted to elected members is detailed later in
this policy.

The Corporate Risk Manager will provide advice, support and guidance on the Council’s risk
management process to all levels upon request.

4. Training

The CRM and any staff providing assistance will be provided appropriate training to ensure
that they are able to effectively fulfil this role.

The CRM will provide training to all staff that routinely carry out risk management activities
in line with this policy, such as Heads of Service and Service Managers. All staff requiring
training must be identified by HoS. This training will take place at least every two years,
upon significant change to the policy or risk register template(s)/methodology, or upon the
identification of any significant concerns in competence.

An overview of risk management is provided to all new starters to the Council by the CRM,
as arranged by HR.



In addition, the Corporate Risk Manager will provide advice, support and guidance on the
Council’'s risk management process to all levels upon request.

5. Meetings and Minutes

HoS will be responsible for ensuring that their Service Risk Register is updated at least
monthly, and that risk is a standing agenda item on their service meetings.

The ACE, with the assistance of the CRM, will ensure risk is on the CMT agenda at least
every 2 months.

The CRM will ensure that the Corporate Risk Register is updated prior to this meeting and
that a copy is provided to the ACE for presentation at CMT.

Minutes from this CMT meeting will be circulated and stored for future reference.
6. Methodology

6.1. Risk Identification

Risks will be identified by a number of methods, for example (but not limited to):

Business Planning Assessments — Corporate Level

A strategic analysis tool (such as a PESTLE analysis) can used to identify and analyse the
current status and position of an organisation and the environment in which it operates.
Tools such as this are used to provide a context for the organisation’s role in relation to the
external environment and the impact of external issues.

An appropriate analysis will be carried out by the Strategic and Corporate Policy Team
annually, as part of the overall business planning process for the Council

Business Planning — Service Level
Heads of Service will identify any significant threats to their service during the business
planning process, including ongoing matters and new and emerging threats.

Audit

Risk identification and analysis work takes place routinely within the Councils’ Audit team.
Any new/emerging or increased risks will be brought to the attention of the appropriate risk
owner and ACE/Corporate Risk Manager.

Audit will routinely share reports that highlight or assess the management of risk in the
Organisation in order that any gaps or inaccuracies are identified and resolved — in
conjunction with the risk owner.

Horizon Scanning
The Corporate Risk Manager will ensure that industry publications are reviewed, to identify
any new and emerging risks that may affect the Council.



Such publications will include:

Allianz Risk Barometer: Top Business Risks (annual)
Hampshire County Council: Community Risk Register
Cabinet Office: National Risk Register of Civil Emergencies
World Economic Forum: The Global Risks Report (annual)

New and Emerging Risks

The identification of new/emerging risks will also occur during the day-to-day operation of
Services, where new (and sometimes unexpected) risks can arise/become apparent during
the course of their work. Once identified, these risks must be appropriately incorporated into
Rushmoor’s risk management processes.

6.2.Risk Assessment Method

Each risk managed by this process will be assessed and given a risk category based upon
the probability of the risk arising and the impact on the Council if does arise. The same
method of rating/scoring will be used throughout. If a risk (a potential future adverse event)
becomes an issue (where the adverse event occurs despite the mitigation put in place), the
risk management process will continue to be used to manage that risk.

A traffic light indicator / RAG rating is used to show the risk category. A Corporate risk
matrix, maintained and updated by the CRM, is provided to assess the probability and
impact of risks. This is provided later within this document.

The assessment of the risk for each register entry will take place three times, as follows:

Inherent Risk

This assessment takes place at the very beginning of the process, it does not take into
account any mitigation currently in place or planned in the future. The purpose is to initially
assess the significance of the risk to the Council.

If at this stage the risk is assessed as being low, although a Service may wish to record and
monitor it, it is very unlikely to be appropriate for inclusion in the Corporate Risk Register.

This risk score is not expected to routinely change unless the risk itself fundamentally
changes.

Residual Risk

This assessment takes place once the current mitigation(s) have been identified and
recorded. It is an assessment of the current risk to the Council when taking into account any
action already taken. It does not take into account the expected effect of any future
mitigations planned.

This risk score is likely to change regularly as future mitigation(s) are completed/established
and the effects can be assessed.

Target Risk / Risk Appetite

This assessment of risk is based upon the position that the Council aspires to achieve
against each risk. It is effectively determines the goal that the Council has for the risk — and
so also determines whether the mitigations in place and planned are adequate.



This risk score can also be seen as an assessment of the Council’s risk appetite for each
specific risk entry, whereby a decision must be taken as to whether the residual risk is
acceptable. The ‘risk gap’ between the residual and the target risk are a clear measure of
the Council’s success or otherwise in the management of its risks.

Given the breadth of duties and roles that the Council holds, it is foreseeable that some
target risks will be higher than others — and that in some cases the target risk will not be
low. Although Council’s are generally risk averse given their responsibility for the
appropriate spending of public funds, some risks may be accepted.

6.3. Risk Appetite & Corporate Objectives

Risk Appetite

It is important to ensure that a common approach to risk management takes place between
Services, and that where the Corporate appetite to specific risks can be defined — they are
considered by risk owners. Given the wide and varied roles the Council has, it is only
possible to formally define Corporate risk appetite at a high level.

An example may be the Council’s financial position. If the Council is in a position where
savings must be made — the appetite for any risk where there will be significant costs
outside of agreed budgets will be very low.

The consideration of the impact of all risks on the Council’s risk appetite forms a part of the
risk assessment process, as provided by the CRM. Services will be expected to describe
the potential impact (either positive or negative) and what action is being taken to address
them, if appropriate.

The Council’s risk appetite will be determined by ELT with the ACE, and recorded as a list in
Appendix 2 to this policy. These will be updated as and when the risk appetite changes — or
reviewed at least annually at the beginning of each financial year.

Links to Corporate Objectives

The Council’s risk management process must be aligned to the strategic and corporate
objectives/priorities, where relevant, which will allow for greater consistency in the mitigation
of risks and closer connection with the Council’s performance management arrangements.

The consideration of the impact of all risks on the Council’s priorities forms a part of the risk
assessment process, as provided by the CRM. Services will be expected to describe the
potential impact (either positive or negative) and what action is being taken to address
them, if appropriate.

As these priorities will change over time, they are recorded in Appendix 3 to this policy and
must be referred to during the risk management process.



6.4. Matrix & RAG Risk Rating

The risk matrix to be used for the assessment of all

risks is as follows:
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6.5. Risk Mitigation Methods
There are various options for dealing with risk, often referred to as the four Ts:

e Tolerate (accept the risk) — if we cannot reduce a risk (or if doing so is out of
proportion to the risk) we can tolerate the risk; ie do nothing further to reduce the risk.

e Treat (mitigate the risk) — if we can reduce the risk by identifying mitigating actions
and implementing them, we should do so. For many of the risks on the corporate risk
register this is the action we are most likely to take.

e Transfer — risks can be transferred to other organisations, for example by use of
insurance, shared services with other Authorities or by contracting out an area of
work.

e Terminate (stop the work) — this applies to risks we cannot mitigate other than by not
doing work in that specific area. For example, if a particular project is very high risk
and these risks cannot be mitigated to an acceptable level we may decide to
terminate it entirely.

It is important to note that the Council’s appetite to risk may vary over time and by work
area, in some circumstances risk may be sought out for gain e.g. enterprise risk, property
portfolio expansion etc.

6.6.Risk Types & Records

Service Risks

In order to ensure that key risks are identified, assessed, managed appropriately and
recorded consistently a risk register will be updated and maintained by every service. These
are known as Service Risk Registers (SRR) and will record all Service risks.

All Service Risk Registers must be reviewed and updated at least monthly by the risk owner
or their delegated Service Managers.

The Corporate Risk Manager will provide each Service with an appropriate template for
carrying out and recording their risk assessments. This will include an appropriate method
of version control and the ability to archive risks that are no longer current.

Service Risk Registers (SRR)

These will contain all significant risks to a service that are key to the organisation in terms of
the potential severity of the outcome. It is not the intention to use the SRRs as a means of
managing day-to-day work of a service.

It is the responsibility of each HoS to maintain its own SRR and review/update it whenever
there is a significant change in circumstances, or at least monthly in their Service meetings.

The SRRs will include a method by which Heads of Service can identify risks to be included
in the Corporate Risk Register as Standing Corporate or Escalated Service risks. These will
be identified by virtue of the potential risks to the Council as a whole, or their Council-wide
crosscutting nature. They are further described below.



Heads of Service will be expected to have regular update meetings with their respective
Portfolio holders, using their risk registers to keep the Portfolio Holder aware of the current
status of the risks within their service. This update must take place at least quarterly.

Those risks identified as being officially sensitive in nature will be marked to ensure that
they can be easily redacted from any publicly available copy of the register.

Services must use the risk register format/template provided by the Corporate Risk
Manager.

Capital Project Risks

Capital projects, such as large-scale regeneration projects, will be treated in a similar
manner to Services. Each Project team will hold and maintain a project risk register and
manage the day-to-day risks within their teams. The Project Sponsor will be responsible for
ensuring that risk register is reviewed on a regular basis.

The ACE and/or members of ELT will sit on the Property, Major Works and Regeneration
Programme Board to ensure that any key risks that should be highlighted in the Corporate
Risk Register for wider circulation are identified. The ACE will ensure that the most
appropriate risk owner is identified and that the risk is included in the Corporate Risk
Register.

Corporate Risks
These are risks that have greater significance for the Council as a whole.

These can be further split down as being ‘Escalated Service risks’, ‘Standing Corporate
risks’ or ‘Strategic Risks’.

Escalated Service (ES) risks are likely to be those that by virtue of the severity of the
potential outcome and/or inadequate controls may be considered a single point of failure for
the Council, rather than a threat to a single Service alone. It could also include those risks
that are newly identified and have little or no mitigation or controls in place, that require
wider consideration.

These risks will tend to be operational and arise, be resolved/adequately mitigated and then
removed from the corporate register.

There are a number of tests that can be applied in order to determine whether a Service risk
should be escalated, but given their nature and to ensure consistency of approach it may be
appropriate to discuss these risks with the Corporate Risk Manager before escalating them.
The application of a high-risk rating is not a reason in its own right to escalate a risk. The
Service should also consider whether oversight/discussion is required at CMT or if the risk
can be wholly managed within the Service. If no Corporate oversight/discussion/intervention
etc is required it is not expected that they will be escalated.

Standing Corporate (SC) risks may also be considered a single point of failure for the
Council, and in most cases, although the Corporate response may be managed by a single
Service, they will be cross cutting and long term in nature. Standing Corporate risks will tend
to remain on the Corporate Risk Register for longer periods of time, if not indefinitely.
Examples of these may be the Council’s financial position or compliance with data
protection legislation, both of which have a wide impact and involvement from across the
Council, but are generally overseen or managed by one service.
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Standing Corporate risks, impacting more than one Service, will normally be managed by
one Service with the expertise required, but if not they will be assigned to one single risk
owner as the lead. This is for practical purposes to avoid duplication and ensure that they
are managed overall by a single Officer. Although the day-to-day management of the risk
itself may not fall entirely upon that risk owner, they will be responsible for collating and
updating CMT and the risk register entry on behalf of the Council.

Strategic (S) Risks

Strategic risks will be recorded and maintained by the ACE or Corporate Risk Manager in
consultation with the most relevant member(s) of CMT/ELT. These risks will tend to be long
term in nature and are likely to be outside the direct control of the Council, for example the
local economy, employment or obesity levels. Therefore they will be unlikely to sit within a
Service Risk Register.

As they are longer term in nature, the Strategic risks will be updated every 2 months in
order that they can be presented to CMT.

Corporate Risk Register (CRR)

This register contains the key risks to the Council that are considered to be current issues of
corporate significance. This will be made up of all of the Council’s Strategic, Escalated
Service and Standing Corporate risks identified.

With the assistance of HoS, the CRR will be updated by the CRM every 2 months in order
that it can be presented to CMT by the ACE for review and discussion.

Those risks identified as being officially sensitive in nature will be marked to ensure that
they can be easily redacted from any publicly available copy of the register. This will be the
responsibility of the risk owner during the assessment process.

An appropriate method of version control will be kept by the CRM to ensure that the most up
to date register is in use but that older versions of the register remain accessible.



Diagram: Rushmoor Borough Council Risk Management Process
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7. Governance and Targets

The ACE will report risk to CMT at least every two months using the CRR to ensure Heads
of Service, Executive Directors and the Chief Executive remain aware of the key risks to the
Council and the measures being put in place. The risk owners may be required to present
their risk entries to CMT for wider discussion.

The ACE will report the CRR to elected members via two routes; to CGAS on an annual
basis and to Cabinet via the Quarterly Performance Report.

The risk management process is cyclical, running on an annual cycle to complement the
existing processes in place, particular those that also identify risk and effect resources —
e.g. the business planning process. It is key that these processes work together to produce
the greatest benefit for the Council.

Reporting of the CRR may be required more regularly on some occasions, see the table in

Appendix 1 at the end of this policy for the full schedule, illustrating the approximate annual
cycle of work and the key times for each part of the risk management process:
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Appendix 1: Approximate Risk Management Cycle

Apr | May | June | July | Aug | Sept | Oct | Nov | Dec | Jan | Feb Mar
Busines New Business Key risks Budget
s Business Planning identified approval
. Plans process for in provided for
Planning and following Corporate following
budgets year Business year
in place begins. Planning Business
for process Plans.
financial provided to
year. HoS.
Internal Audit Audit work Audit work Audit work Annual Audit work
Audit Opinion for the for the for the audit plan for the
presented next next next set. next
to CLT + quarter quarter quarter quarter
LA&GP. set. set. set. set.
Risks to the New and New and New and New and
organisation emerging emerging emerging emerging
considered. risks risks risks risks
considered considered considered considered
CMT CRR CRR CRR CRR
presente presente presente presente
dto CMT dto CMT dto CMT dto CMT
by ACE by ACE by ACE by ACE
Cabinet CRR CRR CRR CRR
reported via reported via reported via reported via
Quarterly Quarterly Quarterly Quarterly
Performanc Performanc Performanc Performanc
e Report e Report e Report e Report
CGAS CRR Report
to CGAS

Appendix 2: Risk Appetite - TBC

The Council risk appetite for 2022/23 is:

Appendix 3: Corporate Objectives

The Council priorities for 2022/23 are:

Strong community, proud of our area
Healthy and green lifestyles
Opportunities for everyone - quality education and a skilled local workforce

Housing for every stage of life

Vibrant and distinctive town centres
A thriving local economy - kind to the environment
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